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Sample Text

Rogue wireless hardware is easy to introduce. Wireless access points are relatively
inexpensive and easily deployed. A well-intentioned team of consultants working in a
conference room might install a wireless access point in order to share a single wire port
in the room. A malicious hacker can sit in a cafeteria with a wireless-enabled laptop
scanning for unencrypted or WEP-encrypted traffic. In both cases, unacceptable risks are
introduced. Regardless of whether there is malicious intent, the introduction of rogue
hardware can compromise the confidentiality and integrity of network traffic. Rogue
wireless devices can be detected by physically examining installations (known as “war
driving”), using radio frequency (RF) scanners to determine the location of wireless
devices, or by using systems designed to analyze network traffic for unauthorized
devices.

Russian

[Tocroponnee GecripoBogHOE 000pYAOBaHHE MOMKET MOSIBUTHCS OYECHB JIETKO. TOuKH
0ecrpoBOJHOTO JOCTYNAa OTHOCHUTEIBHO HEJOPOTM U HE BBI3BIBAIOT CIIOKHOCTEH B
ycTaHoBKe. ['pymnma KOHCY/IbTaHTOB, paboTaromas B KOH(pEpeHII-3ajie, MOKET M3 CaMbIX
Jy4muX MO0y IEHUH yCTaHOBUTH TOUYKY OECIPOBOJIHOTO JOCTYIA, YTOOBI COBMECTHO
MOJIb30BAThCS €MHCTBEHHBIM IPOBOJHBIM MOJKIIOUYEHHEM B 3ToM 3aie. [Ipu stom B
coceHeM Kae MOXKET YCTPOUTHCS 3JOYMBIIUICHHHUK, B3SBIIUN C COOOW OJOKHOTHBIN
[IK ¢ OecrpoBOIHBIM MOIYJEM JJsi TOTO, YTOOBI MONBITATbCA OOHAPYKUTH OOMEH
naHHbIMU 0e3 mudpoBanusa win ¢ WEP-mmdposanuem. B o6oux ciydasx 310 Bener kK
HE/IOMYCTUMOMY pPHCKY. BHE 3aBHCHMOCTH OT HaJW4Ms 3JIOTO YMBICIA TOSBICHUE
MIOCTOPOHHETO 00OPYOBaHUS MOXET HapyLIUTh KOH(UICHIMAIBHOCTh U IEJIOCTHOCTh
cereBoro Tpaduka. IlocTopoHHHEe OecrpOBOAHBIE YCTPOHCTBA MOXKHO OOHApYKUThH
nyTeM (U3MYECKOr0 OCMOTpa IIOMEIIEHHMH, € TOMOIIbI0 paauodacToTHex (PY)
CKaHEpOB, OMPEACNAIONINX MECTOMOJIOKEHUE OECIPOBOIHBIX YCTPOHCTB, a TaKkKe C
MOMOIIIBI0 CHCTEM, TIPEJIHA3HAYCHHBIX IS aHalIMW3a CETEeBOro TpaduKka C MEIbIo
BBISIBJICHHSI HECAHKIIMOHUPOBAHHOTO 000PYI0BaHUSI.
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